03/24/2086 10:19 919-816-9982 



MILLER PATENT SRVCS 



PAGE 



AMENDMENTS TO THE CLAIMS: 

Please amend the claims as follows: 

recurrently Amended) A nnethod of encrypting a digital television signal, 
comprising: 

encrypting data representing an audio portion of the television signal according to 
a first encryption method to produce a first encrypted audio portion and encrypting a 
duplicate of the data representing the audio portion according to a second encryption 
method to produce a second encrypted audio portion; afl4 

combining an unencrypted video portion of the television signal with the first and 
second encrypted audio portions to produce the encrypted digital television signal: and 

transmitting the encrypted digital television signal comprising the unencrypted 

video por tion and the encrypted first and second audio portions 

2. (Previously Presented) The method according to claim 1, wherein th© encrypting 
comprises encrypting padcets identified as audio packets. 

3. (Original) The method according to claim 2, wherein the digital television signal 
complies with an MPEG standard, and wherein the audio packets are identified for 
encryption by a packet Identifier (PID). 

4. (Previously Presented) The method according to claim 2. wherein th© digital 
television signal complies with a digital satellite service (DSS) transport standard, and 
wherein the audio packets are identified for encryption by a service' channel Identifier 
(SCID). 

5. (Original) The method according to claim 2. wherein audio packets encrypted 
according to the first encryption method are assigned a first packet Identifier and audio 
packets encrypted according to the second encryption method are assigned a second 
packet identifier. 
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6. (Previously Presented) The method according to claim 5, wherein the first pacl<et 
identifier and the second packet identifier are referenced as primary elementary pacl<et 
identifiers (PIDs) in a program map table (PMT). 

7. (Previously Presented) The method according to claim 5, wherein the first packet 
identifier is referenced as a primary elementary packet identifier (PID) in a program 
map table (PMT) and the second packet Identifier is referenced as a secondary 
elementary packet identifier (PID) in the program map table (PMT). 

8. (Original) The method according to claim 5, wherein the first encrypted audio portion 
and the second encrypted audio portion are distributed over one of a terrestrial 
broadcast system, a satellite system and a cable system. 

9. (Original) The method according to claim 8, further comprising distributing system 
Information to provide k)cating infonmation used to locate the first and second encrypted 
audio portions. 

10. (Previously Presented) The method according to claim 9, further comprising 
combining encrypted system information with the video portion and first and second 
encrypted audio portions. 

11. (Original) An electronic storage medium storing instructions which, when executed 
on a programmed processor, carry out the method of encrypting a television signal 
according to claim 1. 

12. (Previously Presented) An encrypted television signal stored in electronic 
transmission readable-medium encrypted by the method according to claim 1 . 
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13. (Currently Amended) A method of multiple encrypting a digital television signal, 
comprising: 

encrypting data representing an audio portion of the television signal according to 
a first encryption method to produce a first encrypted audio portion; 

encrypting a duplicate of the data representing the audio portion of the television 
signal according to a second encryption method to produce a second encrypted audio 
portion; a^ 

combining the first encrypted audio portion and the second encrypted audio 
portion with an unencrypted video portion of the television signal to produce a multiple 
partially encrypted digital television signal : and 

transmitting the multipl e partiallv encrypted digital television signal comprising the 

unencrypted video portion and the first and second encrypted audio portions . 

14. (Previously Presented) The method according to daim 13, wherein the multiple 
encrypting comprises encrypting packets identified as audio pacl<ets. 

15. (Previously Presented) The method according to claim 14, wherein the digital 
television signal complies with an MPEG standard, and wherein the audio packets are 
identified for multiple encryption by a pacl«t identifier (PID). 

16. (Previously Presented) The method according to claim 13, further comprising 
distributing the multiple partially enciypted television signal over one of a cable system, 
a terrestrial broadcast system and a satellite system. 

17. (Original) The method according to claim 16. further comprising transmitting system 
information to provide locating Infonnatlon used to locate the first encrypted audio 
portion. 
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18. (Original) The method according to claim 17, further comprising encrypting the 
system Information. 

19. (Original) The method according to claim 13, further comprising partially encrypting 
the unencrypted video portion of the television signal. 

20. (Original) An electronic storage medium storing instructions which, when executed 
on a programmed processor, cany out the method of encrypting a television signal 
according to daim 13. 

21. (Previously Presented) A multiple encrypted television signal stored in electronic 
transmission readable-medium encrypted by the method according to claim 13. 

22. (Currently Amended) An encrypted digital television signal stored or conveyed on 
a machine readable medium, comprising; 

a first encrypted audio portion, comprising data representing a clear audio portion 
encrypted under a first encryption method; 

a second encrypted audio portion, comprising a duplicate of the data 
representing the clear audio portion encrypted under a second encryption method; 

an unencrypted video portion; 

wherein the first and second encr ypted audio portions are assembled together 

with the unencrypted video portion to produce the selectively multiple encrypted digital 
television signal: arid 

wherein the digital television signa l complies with an MPEG standard, and 

wherein the first encrypted audio portion Is eomari sed of packets identified bv a first 
packet identifier ^PIDV and wherein th e second encn/pted audio portion is comprised of 
packets Ide ntified bv a second packet identifier ^P|P) 
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23. (Previously Presented) The encrypted television signal according to claim 22. 
wherein the first and second encrypted audio portions comprise encrypted packets 
identified as audio packets. 



24. - 27. (Cancelled) 



28. (Cun-ently Amended) A digital television receiver device, comprising: 

a receiver receiving a dual partially encrypted television signal, the dual partially 
encrypted television signal comprising audio packets containing audio data encrypted 
under a first encryption algorithm and duplicate audio packets containing a duplicate of 
the audio data encrypted under a second encryption algorithm; 

a decrypter that receives encrypted audio packets encrypted under the first 
encryption algorithm from the receiver and decrypts the encrypted audio packets; and 

a decoder that receives and decodes the decrypted audio packets, and that 
receives and decodes unencrypted video packets to produce a television signal as an 
output signal suitable for play on a television receiver. 

29. (Previously Presented) The digital television receiver device according to claim 28, 
wherein the receiver further receives and discards audio packets encrypted under a 
second enciypbon algorithm. 

30. (Currently Amended) A cable system headend, comprising: 

a first encryption system that encrypts data In audio packets using a first 
encryption algorithm; 

a second encryption system that encrypts data In duplicates of saki audio 
packets using a second encryption algorithm; and 

means for distributing an cutout stream «N8tfeam of packets representing a dual 
partially encrypted television program over a cable television system, the stream of 
packets comprising video packets, audio packets encrypted under the first encryption 
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algorithm, and duplicates of said audio packets encrypted under the second encryption 
algorithm and system infomiation packets. 

31. (Previously Presented) The cable system headend according to claim 30, wherein 
the video packets are unencrypted. 

32. (Previously Presented) The cable system headend according to claim 30, wherein 
the system information packets are unencrypted. 

33. (Previously Presented) The cable system headend according to claim 30, wherein 
the video packets are partially encrypted. 

34. (Previously Presented) The cable system headend according to claim 30, wherein 
the system information packets are encrypted. 

35. (Currently Amended) A method of decoding a multiple partially encrypted 
television signal, comprising: 

receiving a television signal having a multiple encrypted audio portion and a clear 
video portion, wherein the multiple encrypted audio portion comprises a first encrypted 
audio portion having audio data encrypted under a first encryption method and a second 
encrypted duplicate audio portion having a duplicate of said audio data encrypted under 
a second enciypfion method; 

decrypting the first encrypted audio portion to produce a decrypted audio portion; 

and 

decoding the decrypted audio portion and the clear video portion to produce a 
decoded television signal as an output sicnal . 

36. (Original) The method according to claim 35, wherein the decoded signal Is suitable 
for play on a television set. 
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37. (Previously Presented) The method according to claim 35. wherein the first 
encrypted audio portion Is identified by a first packet identifier (PID) associated with a 
first decryption algorithm used for decrypting the first encrypted audio portion and the 
second encrypted audio portion is identified by a second packet identifier (PID) 
associated with a second decryption algorithm used for decrypting the second 
encrypted audio portion. 

38. - 39. (Cancelled) 

40. (Previously Presented) The method according to claim 37, wherein the first PID is a 
secondary PID and wherein the second PiD is a primary PID. 

41. (Previously Presented) The method according to claim 37, wherein the first PID is a 
primary PID and wherein the second PID is a secondary PID. 

42. (Previously Presented) The method according to claim 35, earned out In one of an 
integrated circuit and a programmable logic device. 

43. (Previously Presented) The method according to claim 35, carried out in one of an 
application specific integrated circuit and a field programmable gate array. 

44. (Original) The method according to claim 35, carried out in a television device. 

45. (Original) The method according to claim 35, carried out In a television set-top box. 

46. (Currently Amended) A method of decoding a partially encrypted television signal, 
comprising: 
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receiving a television signal having a first encrypted audio portion, a second 
enciypted audio portion and a clear video portion, the first audio portion being identified 
by a first packet identifier (PID), and the second audio portion being identified by a 
second PID. the second audio portion comprising data that Is a duplicate of data 
contained in the first audio portion when the first and second audio portions are 
unencrypted; 

discarding the second encrypted audio portion by PID filtering; 

decrypting the first encrypted audio portion to produce a decrypted audio portion; 

and 

decoding the decrypted audio portion and the clear video portion to produce a 
decoded output signal. 

47. (Original) The method according to claim 46, wherein the decoded signal is suitable 
for play on a television set. 

48. (Original) The method according to claim 46, wherein th© first PID is a secondary 
PID and wherein the second PID is a primary PID. 

49. (Original) The method according to claim 46, wherein the first PJD is a primary PID 
and wherein the second PID is a secondary PID. 

50. (Original) The method according to claim 46, carried out in an integrated circuit 

51. (Previously Presented) The method according to claim 46. carried out in one of an 
application specific integrated circuit and a field programmable gate array. 

52. (Original) The method according to claim 46, carried out in a television device. 

53. (Original) Th© method according to claim 46. earned out in a television set-top box. 
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64. (Currently Amended) A method of multiple encrypting a digital television signal, 
wherein the television signal includes an elementary data stream and digital television 
system Information (SI) data, comprising: 

duplicating the SI data to produce a duplicate SI data; 

encrypting the SI data under a first encryption system to create a first encrypted 
SI data; 

encrypting the duplicate SI data under a second encryption system to create 
eroat i a a second encrypted SI data; 

forming a partially multiple encrypted digital television signal comprising: 
the elementary data stream in an unencrypted form; a^ 
the SI data encrypted under the first encryption system : and 
the SI data encrypte d under the second encryption system: and 

transmittrno the partially m ultiple encrypted digital television signal . 

55.-56. (Cancelled) 

57. (Previously Presented) The method according to claim 54. further comprising 
distributing the partially multiple encrypted television signal over one of the following: a 
cable system, a terrestrial broadcast system and satellite system. 

58. (Previously Presented) The method according to claim 57, wherein th© first 
encrypted SI data and the second encrypted SI data are distributed In a different band 
than that used to distribute the elementary data stream in the unencrypted form. 

59. (Previously Presented) The method according to dalm 57, further comprising 
distributing the partially multiple encrypted television signal over one of the following: a 
cable system, a te^estrial broadcast system and satellite system. 

Appn. No. 10/037,914 -10- SNY-R4646.03 



PAGE 12I2S'RCVD AT3I24I2006 10:11:08 AM [Eastern Standard rime] ' SVR:USPTO-EFXRF-OI31 ' DNIS:2738300' CSID:9198109982'DURATION(inin-ss):0042 



03/24/2006 10:19 919-81&-9982 



MILLER PATEMT SRVCS 



PAGE 13/25 



60. (Previously Presented) The method accorcling to claim 59.. wherein the firet 
encrypted SI data and the second encrypted SI data are distributed in a different band 
than that used to distribute the elementary data stream in the unencrypted form. 

81. (Original) An electronic storage medium storing instructions which, when executed 
on a programmed processor, cany out the method of encrypting a digital television 
signal according to dalm 54. 

62. (Previously Presented) An encrypted digital television signal stored in electronic 
transmission readable-medium encrypted by the method according to claim 64. 

63. (Currently Amended) A partially multiple encrypted digital television signal stored 
or conveyed on a machine readable medium, cDmprising: 

an unencrypted elementary data stream; and 

digital television system information (SI) data encrypted under a first encryption 
system to create first encrypted SI data and a duplicate of the SI data encrypted under a 
second encryption method to create second encrypted SI dat a, and 

wherein the unencrypted elementary data stream is modulated to a first 
frequency band and wherein the firs t encn^pted SI data are modulated to a second 
frequency band 

64. -65. (Cancelled) 

66. (Currently Amended) The partially multiple encrypted digital television signal 
according to claim 63, wherein the unencrypted elementary data stream is modulated to 
a first frequency band and wherein th e second encrypted SI data are modulated to a 
second fr equency band . 

87. (Currently Amended) A television set-top bo>?, comprising: 
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a receiver that receives a television signal comprising unencrvotec^ content and 
multiple encrypted digital television system infonnation data comprising duplicate 
system information data encrypted under at least a firet encryption method and a 
second encryption method; 

a decrypter that decrypts the system information data encrypted under the first 
encryption method to create decrypted system Information data; and 

a decoder that decodes the unencrypted content to produce an out pgt signal 

68. (Previously Presented) The television set-top box according to claim 67, wherein the 
content is decoded according to the decrypted system information. 

69. (Previously Presented) The television set-top box according to claim 67, wherein the 
multiple encrypted system infonmation data includes channel identifier information for 
identifying the content. 

70. (Previously Presented) The television set-top box according to claim 67, wherein the 
multiple encrypted system information data are received in an out of band receiver. 

71. (Previously Presented) The television set-top box according to claim 68. wherein the 
multiple encrypted system infonnation data are received in an in-band receiver. 

72. (Currently Amended) A method of encrypting a television signal, comprising: 

encrypting data representing an elementary stream of the television signal 
according to a first encryption method to produce a first encrypted elementary stream; 
and 

encrypting a duplicate of the data representing the elementary stream according 
to a second encryption method to produce a second encrypted elementary stream; «mel 

combining the first and second encrypted elementary streams with an 
unencrypted elementary stream to produce the encrypted television signal, wherein the 
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unencrypted elementary stream is not a duplicate of the first and secxDnd elementary 
strea m; and 

transmitting the encrypted televisio n signal comprising the first and second 

encni^pted elementar y streams and the unencn/pted eiementarv stream 

73. (Previously Presented) The method according to claim 72, further comprising 
distributing an unencrypted video portion of the television signal along with the first and 
second encrypted elementary streams, wherein, the unencrypted video portion 
comprises the unencrypted elementary stream. 

74. (Original) The method according to claim 72, wherein the television signal is a digital 
television signal, and wherein the encrypting comprises encrypting packets identified as 
one of audio elementary stream packets, video elementary stream packets and system 
Information elementary stream packets. 

75. (Original) The method according to claim 74, wherein the digital television signal 
complies with an MPEG standard, and wherein the elementary stream packets are 
identified for encryption by a packet Identffier (PID). 

76. (Currently Amended) A nnethoci of multiple encrypting a television signal, 
comprising: 

encrypting data representing a selected elementary stream of the television 
signal according to a first encryption method to produce a first encrypted elementary 
stream; 

encrypting a duplicate of the data representing the selected elementary stream of 
the television signal according to a second encryption method to produce a second 
encrypted elementary stream; aR# 
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combining the first encrypted elementary stream and the second encrypted 
elementary stream with at least one unencrypted elementary stream of the television 
signal to produce a partially multiple encrypted television signa l: and 

transmitting the partially multiple e ncrypted television signal comprising the first 

encrypted elementary stream, the second encrypted elementary stream and the at least 
one unencrypted elementary stream . 

77. (Previously Presented) The method according to claim 76, wherein the television 
signal Is a digital television signal, and wherein the multiple encrypting comprises 
multiple encrypting packets identified as the selected elementary stream packets. 

78. (Original) The method according to claim 76, wherein the digital television signal 
complies with an MPEG standard, and wherein the selected elementary stream packets 
are identified for encryption by a packet identifier (PID). 

79. (Previously Priesented) The method according to claim 76, further comprising 
distributing the partially multiple encrypted television signal over one of a cable system, 
a terrestrial broadcast system and a satellite system. 

80. (Previously Presented) The method according to claim 76, wherein the television 
signal is a digital television signal, and wherein the multiple encrypting comprises 
multiple encrypting packets kJentified as one of audio elementary stream packets, video 
elementary stream packets and system information elementary stream packets. 

81. (Original) An electronic storage medium storing instructions which, when executed 
on a programmed processor, carry out the method of encrypting a television signal 
according to claim 76. 
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82. (Previously Presented) An encrypted television signal stored in electronic 
transmission readable-medium encrj^sted by the method according to claim 76. 

83. -85. (Cancelled) 

86. (Currently Amended) A method of encrypting a television signal, comprising: 

encrypting data representing a video portion of the television signal according to 
a first encryption method to produce a first encrypted video portion: 

encrypting a duplicate of the data representing said video portion according to a 
second encryption method to produce a second encrypted video portion; and 

combining an unencrypted audio portion of the television signal with the first and 
second encrypted video portions : and 

transmitting the enc n/pted television signal comprising the first and second 

encrvDted video portiona and the unencrypted audio portion . 

87. (Previously Presented) The method according to daim 86, wherein the television 
signal is a digital television signal, and v\/herein the encrypting comprises encrypt'ng 
packets identified as video packets. 

88. (Previously Presented) The method according to claim 87, wherein the digital 
television signal complies with an MPEG standard, and wherein the video pacl<et5 are 
identified for encrypton by a packet Identifier (PID). 

89. (Previously Presented) The method according to claim 87. wherein the digital 
television signal complies with a digital satellite service (DSS) transport standard, and 
wherein the video packets are identified for encryption by a service channel identifier 
(SCID). 
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90. (Previously Presented) The method according to claim 87, wherein video packets 
encrypted according to the first encryption method are assigned a first packet identifier 
and video packets encrypted according to the second encryption method are assigned a 
second packet identifier. 

91. (Previously Presented) The method according to claim 90. wherein the first packet 
identifier and the second packet identifier are referenced as primary elementary packet 
identifiers (PIDs) -in a program map table (PIWT). 

92. (Previously Presented) The method according to claim 90. wherein the first packet 
identifier is referenced as a primary elementary packet identifier (PID) in a program 
map table (PMT) and the second packet identifier is referenced as a secondary 
elementary packet identifier (PID) in the program map table (PMT). 

93. (Previously Presented) The method according to claim 90. wherein the first 
encrypted audio portion and the second encrypted audio port'on are distributed over 
one of a terrestrial broadcast system, a satellite system and a cable system. 

94. (Previously Presented) The nnethod according to claim 93, further comprising 
distributing system infonmatlon to provide locating information used to locate the first 
and second encrypted video portions. 

95. (Previously Presented) The method according to daim 94, further comprising 
combining encrypted system information with the audio portion and the first and second 
encrypted video portions. 

96. (Previously Presented) An electronic storage medium storing Instnjctions which, 
when executed on a programmed processor, carry out the method of encrypting a 
television signal according to daim 86, 
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97. (Previously Presented) An encrypted television signal stored in electronic 
transmission readable-medium encrypted by the method according to claim. 

98. (Currently Amended) A method of multiple encrypting a television signal, 
comprising: 

encrypting data representing a video portion of the television signal accorxfing to 
a first encryption method to produce a first encrypted video portion; 

encrypting a duplicate of the data representing said video portion of the television 
signal according to a second encryption method to produce a second encrypted video 
portion; m4 

combining the first encrypted video portion and the second encrypted video 
portion with an unencrypted audio portion of the television signal to produce a multiple 
partially encrypted television signal : and 

, transmitting the multiple Dartiaily encrypted television signal comprising the first 

and seco nd encrypted video portions and the unencn/pted audio portion . 

99. (Previously Presented) The method according to claim 98, wherein the television 
signal is a digital television signal, and wherein the multiple encrypting comprises 
encrypting packets identified as video packets. 

100. (Previously Presented) The method according to claim 99, wherein the digital 
television signal compiles with an MPEG standard, and wherein the video packets are 
identified for multiple encryption by a packet identifier (PID). 

101. (Previously Presented) The method according to claim 99, further comprising 
distributing the multiple partially encrypted television signal over one of a cable system, 
a terrestrial broadcast system and a satellite system. 
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102. (Previously Presented) The method according to claim 101, further 
comprising transmitting system information to provide locating information used to 
locate the first encrypted video portion, 

103. (Previously Presented) The method according to claim 102, further 
comprising encrypting the system information. 

104. (Previously Presented) The method according to claim 98, further comprising 
partially encrypting the unencrypted audio portion of the television signal. 

105. (Previously Presented) An electronic storage medium storing instructions 
which, when executed on a programmed processor, carry out the method of encrypting 
a television signal according to claim 98. 

106. (Previously Presented) A multiple encrypted television signal stored in 
electronic transmission-readable medium encrypted by the mettiod according to claim 
98. 

107. (Currrently Amended) A method of encrypting a digital television signal, wherein 
the digital television signal includes an elementary data stream and digital television 
system infomiation (SI), comprising: 

encrypting data representing the SI under a first encryption system; 
encrypting a duplicate of the data representing said SI under a second encryption 
system; 

forming a multiple partially encrypted digital television signal comprising: 
the elementary data stream In an unencrypted form; and 
the SI encrypted under the first encryption system, and the duplicate SI 

encrypted under the second encryption system : and 
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transmitting the multiple partially encrv n ted digital tBievision signal comprisinQ the 

elementary stream in unencrypted form and the SI information encrypted under the first 
encryption system and the duplicate s i Informatinn encrypted under the secont^ 
encryption system . 

1.08. (Cancelled) 

109. (Previously Presented) The method according to claim 107, further 
comprising distributing the multiple partially encrypted television signal over one of the 
following: a cable system, a terrestrial broadcast system and satellite system. 

110. (Previously Presented) The method according to claim 107. wherein the 
encrypted SI information and the duplicate encrypted SI information are distributed in a 
different band than that used to distribute the elementary data stream in the 
unencrypted form. 

111. (Previously Presented) An electronic storage medium storing instructions 
which, when executed on a programmed processor, carry out the method of encrypting 
a digital television signal according to claim 107. 

112. (Previously Presented) An encrypted digital tefevisfon signal stored In 
electronic transmission readable-medium encrypted by the metiiod according to claim 
107. 



Appn. No, 10/037,914 -19- SNY-R4646.03 



PAGE 21/2S'IO}AT3f24l2006 10:11:08 /yill [Eastern Standard Timel'SVR:^^^ 



